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Abstract. Large repositories of data contain sensitive information that must be protected against unauthorized
access. The protection of the confidentiality of this information has been a long-term goal for the database
security research community and for the government statistical agencies. Recent advances in data mining
and machine learning algorithms have increased the disclosure risks that one may encounter when releasing
data to outside parties. It brings out a new branch of data mining, known as Privacy Preserving Data Mining
(PPDM). Privacy-Preserving is a major concern in the application of data mining techniques to datasets
containing personal, sensitive, or confidential information. Data distortion is a critical component to preserve
privacy in security-related data mining applications; we propose a Singular Value Decomposition (SVD)
method for data distortion. We focus primarily on privacy preserving data clustering. Our proposed method
Clustering Singular Value Decomposition (CLUST-SVD) distorts only confidential numerical attributes to
meet privacy requirements, while preserving general features for k-means clustering analysis.

Keywords: privacy preserving, singular value decomposition, k-means clustering, data distortion, data dis-
tortion

1 Introduction

Data mining technologies have now been used in commercial, industrial, and governmental businesses,
for various purposes, ranging from increasing profitability to enhancing national security. The widespread ap-
plications of data mining technologies have raised concerns about trade secrecy of corporations and privacy
of innocent people contained in the datasets collected and used for the data mining purpose. It is necessary
that data mining technologies designed for knowledge discovery across corporations and for security purpose
towards general population have sufficient privacy awareness to protect the corporate trade secrecy and in-
dividual private information. Unfortunately, most standard data mining algorithms are not very efficient in
terms of privacy protection, as they were originally developed mainly for commercial applications, in which
different organizations collect and own their private databases, and mine their private databases for specific
commercial purposes. In the cases of inter-corporation and security data mining applications, data mining
algorithms may be applied to datasets containing sensitive or private information.

Data warehouses and government agencies may potentially have access to many databases collected from
different sources and may extract any information from these databases. This potentially unlimited access to
data and information raises the fear of possible abuse and promotes the call for privacy protection and due
process of law.

Privacy-preserving data mining techniques have been developed to address these concerns. The general
goal of the privacy-preserving data mining techniques is defined as to hide sensitive individual data values
from the outside world or from unauthorized persons, and simultaneously preserve the underlying data patterns
and semantics so that a valid and efficient decision model based on the distorted data can be constructed. In the
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best scenarios, this new decision model should be equivalent to or even better than the model using the original
data from the viewpoint of decision accuracy. There are currently at least two broad classes of approaches to
achieving this goal. The first class of approaches attempts to distort the original data values so that the data
miners (analysts) have no means (or greatly reduced ability) to derive the original values of the data. The
second is to modify the data mining algorithms so that they allow data mining operations on distributed
datasets without knowing the exact values of the data or without direct accessing the original datasets. This
article only discusses the first class of approaches.

The rest of the paper is organized as follows. Section 2 gives the view of the previous works. Section 4
presents the proposed method for data distortion and k-means clustering. Section 4 shows the experimental
results of the performance of the algorithm. Concluding remarks and future work are described in Section 5.

2 Related work

The input to a data mining algorithm in many cases can be represented by a vector-space model, where
a collection of records or objects is encoded as an nm× object-attribute matrix[5]. For example, the set of
vocabulary (words or terms) in a dictionary can be the items forming the rows of the matrix, and the occurrence
frequencies of all terms in a document are listed in a column of the matrix. A collection of documents thus
forms a term-document matrix commonly used in information retrieval. In the context of privacy-preserving
data mining, each column of the data matrix can contain the attributes of a person, such as the person’s name,
income, social security number, address, telephone number, medical records, etc. Datasets of interest often
lead to a very high dimensional matrix representation[1]. It is observable that many real-world datasets have
nonnegative values for attributes. In fact, many of the existing data distortion methods inevitably fall into
the context of matrix computation. For instance, having the longest history in privacy protection area and by
adding random noise to the data, additive noise method can be viewed as a random matrix and therefore its
properties can be understood by studying the properties of random matrices[10].

Matrix decomposition in numerical linear algebra typically serves the purpose of finding a computation-
ally convenient means to obtain a solution to a linear system. In the context of data mining, the main purpose of
matrix decomposition is to obtain some form of simplified low-rank approximation to the original dataset for
understanding the structure of the data, particularly the relationship within the objects and within the attributes
and how the objects relate to the attributes[8]. The study of matrix decomposition techniques in data mining,
particularly in text mining, is not new, but the application of these techniques as data distortion methods in
privacy-preserving data mining is a recent interest[16]. A unique characteristic of the matrix decomposition
techniques, a compact representation with reduced-rank while preserving dominant data patterns, stimulates
researchers’ interest in utilizing them to achieve a win-win task both on high degree privacy-preserving and
high level data mining accuracy.

Data distortion is one of the most important parts in many privacy-preserving data mining tasks. The
desired distortion methods must preserve data privacy, and at the same time, must keep the utility of the data
after the distortion[14]. The classical data distortion methods are based on the random value perturbation[2].

Singular Value Decomposition (SVD) is a popular matrix factorization method in data mining and infor-
mation retrieval. It has been used to reduce the dimensionality of, (and remove the noise in the noisy), datasets
in practice [3]. The use of SVD technique in data distortion is proposed in [16]. In [9], the SVD technique is
used to distort portions of the datasets.

In [15], [17], and [16] the SVD data distortion techniques have been used with the support vector machine
based classification algorithms.

The work presented here differs from the related work in some aspects, as follows: First, we aim to
address the problem of privacy preservation in clustering analysis. To our best knowledge, this problem has
not been considered so far with SVD data distortion along with clustering techniques. Second, we study the
impact of our proposed method in the original database by quantifying how much information is preserved
after transforming a database. So, our focus is not only on protecting individual data records, but also on
providing accurate data for clustering analysis.
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3 Proposed work

3.1 Clustering-singular value decomposition (clust-svd)

The model for the proposed method CLUST-SVD consists of two parts, the data manipulation part and
the data clustering part. As illustrated in Fig. 1, we assume that only the data owner or authorized users
can manipulate the original data. After the data distortion process, the original dataset is transformed into a
completely different data matrix and is provided to the analysts. The analysts apply k-means clustering[7]. data
mining technique, on the distorted data. As the data analysts have no access to the original database without
the authorization of the data owner, the privacy contained in the original data is protected.

Fig. 1. Model for CLUST-SVD

SINGULAR VALUE DECOMPOSITION Singular Value Decomposition (SVD) is a popular method in
data mining and information retrieval. It is usually used to reduce the dimensionality of the original dataset A.
Here we use it as a data distortion method.

Let A be a sparse matrix of dimension n ×m representing the original dataset. The rows of the matrix
correspond to data objects and the columns to attributes.

The singular value decomposition of the matrix A is

A = UWV T

where U is an n × n orthonormal matrix, W = diag(σ1, σ2, · · ·σs)(s = min(m,n)) is an nxm diagonal
matrix whose nonnegative diagonal entries (the singular values) are in a descending order, and V T is an mxm
orthonormal matrix. The number of nonzero diagonal entries of W is equal to the rank of the matrix A.

Due to the arrangement of the singular values in the matrix W (in a descending order), the SVD trans-
formation has the property that the maximum variation among the objects is captured in the first dimension,
as σ1 >= σi, i >= 2. Similarly, much of the remaining variations are captured in the second dimension, and
so on. Thus, a transformed matrix with a much lower dimension can be constructed to represent the structure
of the original matrix faithfully. Define

Ak = UkWkV
T
k

where Uk contains the first k columns of U , Wkcontains the first nonzero singular values, and V T
k contains

the first k rows of V T . The rank of the matrix is Ak is k. With k being usually small, the dimensionality of the
dataset has been reduced dramatically from min (m, n) to k (assuming all attributes are linearly independent).

In data mining applications, the use ofA k toA represent has another important implication. The removed
part Ek = A−Ak can be considered as the noise in the original dataset[17]. Thus, in many situations, mining
on the reduced dataset Ak may yield better results than mining on the original dataset A. When used for
privacy-preserving purpose, the distorted dataset Ak can provide protection for data privacy, at the same time,
it keeps the utility of the original data as it can faithfully represent the original data structure. CLUST-SVD
Algorithm

Input: Data Matrix D, No. of clusters K
Output: Distorted Data matrix D′, Clusters

Step 1. Find the confidential numerical attributes (ai) i = 1, 2 · · ·n in D.

WJMS email for contribution: submit@wjms.org.uk



World Journal of Modelling and Simulation, Vol. 4 (2008) No. 4, pp. 250-256 253

Fig. 2. Sample relational database

Step 2. Form the matrix B. B = [a1, a2, · · · , an]
Step 3. Apply SVD to the matrix B.

SV D(B) = UWVT

Find distorted matrix Bk = UkWkV
T
k

Step 4. Update B k values in D, gives D
′

Step 5. Generate clusters for confidential numerical attributes in D
′
. To illustrate how the CLUST-SVD

Fig. 3. distorted database using SVD corresponding to the original sample

Fig. 4. The representation of the clusters before applying SVD when K=3

method works, let us consider the sample relational database in Fig. 2. In this example, the column O# rep-
resents observations. Note that we have removed the identifiers. Suppose we are interested in grouping in-
dividuals based on the attributes Age and Salary, but the attributes are confidential. To do so, we apply our
CLUST-SVD method. Fig. 3 shows the distorted database. Fig. 4 and Fig. 5 gives the representation of the
clusters between the data objects in the clusters and the distance between the data objects (silhouette value).
The clusters before and after distortion can be seen in Fig. 4 and Fig. 5.
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Fig. 5. The representation of the clusters after applying SVD when K=3

4 Experimental results

In this section, we present the results of our performance evaluation. We start by describing the method-
ology that we used. Then we study the effectiveness of our CLUST-SVD method under k-means clustering
method.

4.1 Methodology

All the experiments were conducted on a PC, Pentium IV with 512 MB of RAM running a windows
operating system. The MATLAB package is used to execute the CLUST-SVD method. The SVD and later
the k-means clustering were performed in MATLAB. We used a synthetic dataset 200 points in a 2D discrete
space. For the dataset, we analyzed a specific number of clusters ranging from 3 to 5 clusters. The effectiveness
is measured in terms of the proportion of the points that are grouped in the same clusters after we apply a
transformation on the data. We refer to such points as legitimate ones.

For the sake of simplicity, we considered the transformation of two confidential attributes: Age and
Salary. Each contains 6 points (data objects). In Table 1 Data Objects denotes the 6 objects in the two attributes

Table 1. Data objects and Clusters

Data
Objects
(points)

Before Distortion (clusters)

Data
Objects
(points)

After Distortion (clusters)
K=3 K=4 K=5 K=3 K=4 K=5

1 4 1 1 1 3
3 1 2 2 4 2
1 3 3 1 2 4
2 2 5 3 3 1
2 2 5 3 3 1
1 3 4 1 2 5

Age and Salary. K denotes the no. of clusters to group the objects. Before distortion, for K = 3 objects 1,
3 and 6 are grouped in cluster 1, objects 4 and 5 are grouped in cluster 2 and object 2 is in cluster 3. After
distortion, for K = 2 objects 1, 3 and 6 are grouped in cluster 1,object 2 is in cluster 2 and objects 4 and 5 are
grouped in cluster 3.

4.2 Measuring effectiveness

The effectiveness is measured in terms of the number of legitimate points grouped in the original and the
distorted databases. After transforming the data, the clusters in the original databases should be equal to those
ones in the distorted database. However, this is not always the case, and we have some potential problems
after data transformation: either a noise data point end-up clustered, a point from a cluster becomes a noise

WJMS email for contribution: submit@wjms.org.uk



World Journal of Modelling and Simulation, Vol. 4 (2008) No. 4, pp. 250-256 255

point, or a point from a cluster migrates to a different cluster. Since the k-means clustering method we used,
do not consider noise points, we concentrate only on the third case.

We call this problem Misclassification Error[7], and it is measured in terms of the percentage of legitimate
data points that are not well-classified in the distorted database. Ideally, the misclassification error should be
0%. The misclassification error, denoted by ME, is measured as follows:

ME =
1
N
∗

k∑
i=1

(|Clusteri(D)| − |Clusteri(D′)|)

where N represents the number of points in the original dataset, k is the number of clusters under analysis,
and |Clusteri(X)|represents the number of legitimate data points of the i th cluster in the database X. As can

Table 2. Results of Misclassification

Original Dataset Distorted Dataset
Data Objects(Points) K=3 K=4 K=5 K=3 K=4 K=5
6 0.00 0.00 0.00 0.00 0.00 0.00
200 0.00 0.00 0.00 0.00 0.02 0.00

be seen in Tab. 2, the technique CLUST-SVD yielded the result as 0%. Thus CLUST-SVD yielded very good
results when we compare the cluster analysis of the original and the distorted datasets.

These results suggest that our technique perform well for comprising the infeasible goal of having both
complete privacy and complete accuracy for clustering analysis.

5 Conclusion and future work

We have presented a method Clustering Singular Value Decomposition (CLUST-SVD) to distort only
confidential numerical attributes to meet privacy requirements, while preserving general features for k-means
clustering analysis. We have presented a Singular Value Decomposition method for data distortion to achieve
privacy-preserving in data mining applications. We focus primarily on privacy preserving k-means cluster-
ing. Experimental results have demonstrated that the proposed method is highly effective for high accuracy
privacy protection, in the sense that they can provide high degree of data distortion and maintain high level
of data utility with respect to the data mining algorithms. In future, it is certainly of interest for the research
community to experiment these data distortion technique with other data mining algorithms.
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